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Integration: One of the Directions 



One of the directions proposed by leadership was 

product and feature integration. There shouldn’t be 

redundancies across products.     


Details

AHA Tickets 



User feedback on the certificate and password 

consoles was gathered through various Customer 

Connect Programs.


Certificate & Password 



TLS Certificate & Passwords Management got 

separated from security work stream and I was 

assigned for seamless integration of these in vROps. 


Long-overdue Exp Enhancement 



With various Ops features built by separate product 

teams, a cohesive, use-case-driven experience had 

been missing and was long overdue.

Details

After Broadcom took over, the product strategy evolved to prioritize 
enhancement over expansion. The concept of centralized fleet-level 
management was conceived in response to a combination of operational 
and strategic drivers.

Product

User

VMware Cloud Foundation (VCF) Operations enables you to 
run and manage your IT infrastructure with covering many 
features like monitoring, lifecycle management, workload 
handling, security, and performance optimization.

VCF Operations

Infrastructure Admins / SREs responsible for managing the 
VCF stack, including compute, storage, networking, and cloud 
management components.

Goal: 
To ensure the virtualized IT infrastructure is highly available, 
secure, scalable, and performing optimally to support 
business operations.

Vi Admin SRE

VCF Instance_1 

Workload Domain

Management Domain

VCF Instance_2 

NSX

vCenter

VCF Instance_3

VCF Instance_4 

Software Defined Datacenters

VCF Management Life Cycle 
Manager console

SDDC Manager 
console

vCenter & NSX 
console

Consoles mapping to unified inventory model 

First, I quickly studied the workflows across SDDC Manager, Aria LCM, 
vSphere Client, and NSX Console to deeply understand the current 
functionality and key differences.



Next, I mapped out a user journey that could apply across all consoles and 
analyzed the strengths and gaps within each console at different stages of 
the journey.

In order to simplify the journey, 

let’s focus on one of the items - Certificates. 

After the above exercise, I held a quick workshop with TAMs and 
CSMs to identify what customers need beyond centralized 
management and drafted key opportunity areas.

Presented the idea of fleet-level management for TLS Certificates 
and Passwords to the Triad Panel— Design, Product Management, 
and Engineering—If it looks feasible to architects, we can possibly 
integrate all the consoles in to Ops. And through a combined effort 
we arrived on a potential solution. 

I with assigned PM worked on the quick ideation and put together the E2E 
Experience for the Unified Certificate Management. This was shared with 
the entire Ops-Management work-stream team. 

Following the positive response and constructive feedback, I refined the 
design for production, which was finalized after multiple iterations. While I 
primarily used existing UI components and patterns from the CLARITY 
design system, I also designed and established several new patterns by 
identifying their broader applicability.

These insights helped us fine-tune the design. We made several changes 
in the design for final GA release, and the remaining refinements are 
planned for VCF 9.1 for Certificate & Password Management with 
following key learnings: 

We conducted an Early Release Program (ERP) with a few existing 
customers to test the design of VCF 9.0. Participants were given access to 
the interface, and we gathered feedback through group sessions and 
individual interviews to refine specific areas of the application.



The data indicates that customers appreciated the new integrated design 
for Certificate and Password Management.

VCF 9.0-GA shipped on June 17 and was very well received—adoption 
rates have surpassed our expectations. Below are two screenshots 
from the leadership town-hall presentation, showcasing the design’s 
strong performance on usability, functionality, and overall value 
satisfaction scores.

25%  Positive feedback   

30%  Known issues, already accounted for in the 9.1 release


20%  Engineering implementation issues 

15%   Need to go little deeper

Feedback data says:

Centralised place for monitoring 
cert-expiry 

Certificate vaults for external CA 

Renewal automation 

More CAs could be configured for 
automation

Non- Destructive Certificate Update  
(NDC) 

Versioning 

VCF 7.0 VCF 9.0 Beyound

Visibility only  Visibility of entire certificate Fleet    Capability expansion of Auto-renewal 

Fleet level Monitoring  Capability expansion of CA configuration 

Auto-renewal Bulk updates 

Replacement for 3rd party Feedback based improvement 

Import Feature

CA configuration 

Monitoring will still happen from 
respective application consoles  

Select certificate to 
renew

Manually Renew Workflow

Usecase #1 

If any of the certificates 
is Expired  

Manually Renew Workflow

Usecase #3 

If any of certificates is Root 
or Intermediate Certificate 

Manually Renew Workflow

Usecase #4 

When large numbers of  
certificates get selected 

Manually Renew Workflow

Usecase #5 

If user selects any external 
CA certificate among all 
multiple selection

Manually Renew Workflow

Usecase #2 

Hit the button  
Renew Certificate 

Hit the button  
Confirm

Hit the button  
Confirm

Hit the button  
Confirm

Hit the button  
Confirm

Let’s say, 2 out of 4 are completed 

But 3rd one doesn’t get through and 
shows an error. 

Lat’s say, during this process, if 5 more 
certificates go for replacing them with 

imported certificates.

Hit the button  
Renew Certificate 

Hit the button  
Renew Certificate 

Hit the button  
Renew Certificate 

Hit the button  
Renew Certificate 

Renew /Replace button will 
be disabled and a toast-msg 
will appear in  the bottom 
side of the table, once 11th 
certificate gets selected. 

The 
info-icon-signpost will 
guide user what to do 
this case when any of 
them will not go 
through.

All defaulter 
certificates will be 
listed in another 
table with displaying 
the reasons. 

All selected certificates 
are among


VMCA


MSCA or


OpenSSL type.


So, they can be renewed 
without CSR generation. 

These Notification 
ribbons shall be 
stacked while one 
is coming another. 

Similar type of 
notification will be 
combined but with 
separate messages. 

Workflow: Manually renew  

A Comprehensive 
Approach For The Layout 

Choose the 
level of fleet

Take the 
actions

Watch the 
severity 

For VCF Management 

For VCF Domain 

Auto-renewal Failure Status

The auto-renewal feature will attempt to renew the 
certificate up to 3 times. If all attempts fail, you can 
manually renew the certificate before it expires.

1st

30 days before expiry 

2nd 3rd

Certificate period 

VCF Components

vCenter 

vCenter 

NSX

vCenter 

NSX

NSX

vCenter 

NSX

NSX

vCenter 

Component Name 

VC-1.dellrack17.rainpole.local

vcenter-2.dellrack17.rainpole.local

NSX-mgmt-1.dellrack17.rainpole.l...

vcenter-3.dellrack17.rainpole.local

nsx-1.dellrack17.rainpole.local

nsx-2.dellrack17.rainpole.local

vcenter-1.dellrack17.rainpole.local

Net-1.dellrack17.rainpole.local

nsx-2.dellrack17.rainpole.local

vc-4.dellrack17.rainpole.local

Type

ESXi

VMCA

VMCA

MSCA

VMCA

Open SSL

ESXi

VMCA

VMCA

Cell

Reason Of Failure

Network outage or firewall blocks: the system...

Authentication token used to request renewal...

DNS failure: the system can't reach the endpoi..

Network outage or firewall blocks: the system...

System time being out of sync with NTP

Authentication token used to request renewal...

DNS failure: the system can't reach the endpoi..

System time being out of sync with NTP

System time being out of sync with NTP

Network outage or firewall blocks: the system...

Status/Action

Retry scheduled  

Renew Manually

Renew Manually

Retry scheduled  

Retry scheduled  

Retry scheduled  

Renew Manually

Retry scheduled  

Retry scheduled  

Retry scheduled  

34 objects 1 / 5Manage Columns

Facilitating Human Agency & Control  

V iew  Details/  Renew  manually  

Auto-renewal Activate Auto-renewal 

164 Total Auto-renewable Certificates

112 Activated for Auto-renewal 

52 Deactivated for Auto-renewal 

112 Total Auto-renewal Activated Certificates

12 Failed (Renew manually) 

35 Retry Scheduled 

V iew  Details/  Renew  manually  

164 Total Auto-renewable Certificates

112 Activated for Auto-renewal 

52 Deactivated for Auto-renewal 

112 Total Auto-renewal Activated Certificates

12 Failed (Renew manually) 

35 Retry Scheduled 

Intuitive Interface, Guided Actions  

Old interface of SDDC: New Interface of VCF OPs

MANUALLY  RENEWAL:

REPLACEMENT:
With Imported Certificate

REPLACEMENT:
With Configured CA Certificate

Self-CSR Generation 
Renew 

Generate CSR Replace

1 2

Generate CSR Import Cert Replace

1 2 3

Generate CSR Generate S igned Certificate install Certificate

Enabling buttons sequentially works for certificate updates, but it fails a 
common scenario: if a user generates a CSR for vCenter (activating the first 
button), then returns days later to replace an SDDC certificate, the second 
button is enabled even though no new CSR has been generated.

The auto-renewal feature makes its first 
attempt to renew a certificate 30 days 
before expiry. If that attempt fails for 
any reason, it tries again 10 days later.



While it may seem obvious from distinct 
statuses for auto-renewal attempts 
versus manual-renewal, a simple graphic 
here  helps customers make more 
informed decisions and take action more 
confidently.

Renew  certif icate  Replace  Certif icate  

Generate CSR

Import Certificates

Replace with Imported Certificate 

Replace with Configured CA Certificate 

Renew  certif icate  Replace  Certif icate  

Generate CSR

Import Certificates

Replace with Imported Certificate 

Replace with Configured CA Certificate 

Renew  certif icate  Replace  Certif icate  

Download CSRs

View Imported Certificates

No Selection

Cert Selected

Different states of the widgets 

A simple and scalable console layout was designed to effectively support 
fleet-level management, enabling easy navigation across different VCF 
component consoles within the VCF hierarchy.

Auto-renewal is a process that removes the need for users to actively 
manage certificate updates—the system handles renewals automatically 
before expiration. However, users should still have control over�
�� Activating or deactivating the auto-renewal featur�
�� Manually renewing a certificate if auto-renewal fails

Allow users to activate or 
deactivate Auto-renewal, since 
each renewal incurs a cost. 

Monitoring 
If Auto-renewal is on

Monitoring 
If Auto-renewal fails

Control to renew 

Auto-renewal is the way to go  



Multiple customers have asked to support additional 

CA-signed certificates in the auto-renewal feature. 

Since each customer relies on different CAs, they all 

want their own authorities included for auto-renewal—

highlighting a clear need for further automation.     


More power to bulk tasks 



Due to a technical limitation, bulk actions are currently 

capped at 15 items per task, which is too low. For 

environments with many ESXi host certificates, 

customers must still rely on APIs. We should increase 

the bulk-action limit to at least 50 items per task. 


Simplification  



More simplification required in certain areas like 3rd 

party CA certificate replacement, Policy-driven-control 

in Password, Certificate Import workflow, etc.


https://www.figma.com/file/dXCo6uU0sVnEls8FYqb4LL/End-to-End-Skyline?node-id=712%3A0
https://www.figma.com/file/dXCo6uU0sVnEls8FYqb4LL/End-to-End-Skyline?node-id=1%3A32

